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CTaHUMa MOHUTOPUHIA U
daHaJ1n3a pap.woo6MeHa

PagnoOKOHTpO/b

KOHTPO/b MCMNO/b30BaHUA PaAAMOYaCTOTHOIO
CreKTpa, NpoBepKa cobniogeHnUsa YacTOTHbIX
Ha3HaAUYeHWW  BKCMyaTaHTaMM paguvo-
nepepatoLlero o6opynoBaHuA.

3awmTa nHpopmMmauum

OnepaTMBHOE O6HapyXXeHMe U NToKanmsauyus
paguoo6bMeHa Mo CUCTEMHbIM MNpPU3HaKaM,
onpeneneHve OeMacCKUPYOLMX MNPU3HAKOB
pagno3aKnagoYHbIX YCTPOMCTB.

CneuuanbHble 3agayvuum

BoiaBrneHUe  GYHKLUMOHMPYIOLWUX  CeTew
Ha3eMHOMN pagMocBaA3M, onpedeneHne ux
MPUHAOMNEXHOCTN, PEeXMMOB paboTbl WU
MHTEHCUBHOCTU UCMOb30BaHUA.
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NpenmMyLwlecTBa

Bbicoyanwas npon3BoanTenbLHOCTL M 0OHaPYXUTeNbHas CNOCOOHOCTb
OPA - 3TO BbICOKOCKOPOCTHOW NaHOpaMHblA NPUEMHUK C NPOU3BOAWUTENBHOCTLIO Bonee
30 TyBcek.

MawmHHOe pacno3HaBaHue pagMoobmeHa

OPA aBTOMaTM4eckn pacnosHaeT curHanbl Gonee 50 pasfMyHbIX CUCTEM U MPOTOKONOB
NOABWXHON pagnocBsa3mn, 6ecnpoBO4HbIX UHTEPENCOB U TenepaanoBeLlaHns Ha (PrU3nYeckom
ypoBHe (PHY) n gekoampyeT curHanbl 4o ypoBHs cucteMHon mHgopmaumm (MAC).

MpUHLMN1aNbLHO HOBBLIN YPOBEHL AOCTOBEPHOCTU U MHGYOPMATUBHOCTH

OPA- 370 npuHUMNWANbHO HOBLIV YPOBEHb  [OCTOBEPHOCTM W MHCGOPMATUBHOCTW pajawuo-
MOHUTOPUHIa, NO CpPaBHEHMIO C NpubopamMmn CNeKTpanbHOr0 aHanu3a U BEKTOPHbIMY
aHanusartopamu, 6e3 JononHUTENbHbIX 3aTpaT Ha NepenoaroToBKy onepaTopa.

CneumnanbHble UHCTPYMEHTbI AN BbIABIEHNA paano3aknagoyHbIX yCTPOUCTB

OPA no3sonsieT onepaTUBHO BbISIBATb CUTHAmbI PaAaM03akiafoyHbIX YCTPOMUCTB C MOMOLLbIO
WHCTPYMEHTOB, KOTOpble CreuunancHo pa3paboTaHbl Ans NPOBEAEHWUS MEePOnpUATUM Mo
TEXHUYECKOM 3aLLTe MHGhopMaLmm.

OTeyecTBEHHOE NpUKNagHOE NporpammHoe obecneyeHune

CBMAETENBLCTBO O roCyAapCTBEHHOM perucTpauuu ynpasnsatwowen nporpammsl OBPUKA
Ne 2020612704. lMNporpamma BkfoYeHa B EOMHLIN peecTp pPOCCUMUCKUX Nporpamm Ans
9NEeKTPOHHbIX BbIMMCIIUTENBHBIX MaLLH M 6a3 faHHbIX (3anuce B peecTpe Ne11434 01 20.09.2021).
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Bo3MOYXHOCTU

» CKOPOCTHOMN OGHapyXXuTesb

B 3PA npegycmoTpeHbl ABa MOMHOCTbIO HE3ABMCHMbIX PaaMONPUEMHbIX TpakTa. [1epBbid NpeaHasHayeH ans
NaHOpaMHOro aHanm3a cnekTpa 1 cbopa AaHHbIX O CUrHanax, BTOpoW - Ans pacno3HaBaHuUs W NoKanu3almm CUrHanos
6e3 0CTaHOBKW NAHOPAMHOTO aHanm3a.

[1Ba He3aBMCHMbIX MPUEMHMKA U NAHOPaMHbI aHanu3 cnektpa Ha ckopocTu bonee 30 IMu/cek obecneymnsatoT
BbICOYANLLUMI YPOBEHb NPOU3BOAUTENBHOCTM 1 OOHAPYXUTENBHON CNOCOBHOCTMW.

» BCTPOEHHbIN aHTEHHbIK KOMMYyTaTOp

AHTeHHbIe BXoAbl

HY 100kIy...26 MI'y
BY 26Mry..8MMy
CBY 8..12ITy

BY 26 MI'u...8MMy
BY (c nutanmem n ynpaeneHuem) 26Mrly...81My

Bbixoa MY (26 My...8 M)
LleHTpanbHas YacToTa 70 92Mry
Mornoca 1050 My,

KonnyecTBo W 4acTOTHble AMAnasoHbl aHTEHHbIX BXOAOB OPA oNTMMU3MPOBAHLI AMS LUMPOKOMONOCHOMO
pafnoMOHNTOpPKHra. PagnonpuemHble TpakTbl OPA MCMonb3yoT 0BLLYH0 aHTEHHYH CUCTEMY, NEPEKNIOYEHNE aHTEHH B
pa3HbIX NofAMana3oHax NPOM3BOANTCS aBTOMATUYECKM.

[1Ba KOMMYTMPYEMbIX aHTEHHbIX BXOZa NO3BONSIOT ONEpaTOpy OpraHn3oBaTh B AnanadoHe 26 My - 8 My paboty
B ABYX MPOCTPAHCTBEHHO pa3HEeCEeHHbIX 30HaX C aBTOMATUYECKUM CPaBHEHNEM YPOBHEN CUTHASIOB.

B OPA npeaycMOTpeH BblA€NeHHbI aHTEHHbIA BXOA C Nodadeit komaHg ynpasneHus u nutauus 12B v no
KoakcuarnbHoMy kabesio Ans yaaneHHon paboTbl ¢ MarucTpanbHbiMu yeunutensmum CBY npeobpasosatensmu.

WWW.rusmonitor.ru PUKOM



Pacno3sHaBaHue paguoobMeHa

MaluHHoe pacro3HaBaHne pagrMoobMeHa - 3TO TEXHOMOMUS 9BPUCTUYECKOTO aHamnmaa CUrHarbHO-KOLOBbIX
KOHCTPYKLMI 1 AekoamnpoBaHms BUTOBOMO NOTOKA Ha3eMHbIX cucteM paguocesasn YKB v CBY auana3oHos.
Bo3MOXHOCTb OnepaTUBHOIO NOMyYeHNs LOCTOBEPHOM MHOPMALMK O CTaHAapTe CBA3M U CUCTEMHON MHGOpMaLIK,
BKMKOYas MOEHTU(MKATOPbI CETEN U CeTeBble aapeca YCTPOACTB, No3sonsioT APA pewaTb MHOMe NpuKnagHble
3aja4u pagnoMOHUTOPWHIA Ha NPUHLMNWANBHO APYroM TEXHUYECKOM YPOBHE.

[Ins 3agay KOHTPONs MCMOSb30BaHUS PaaMOYacTOTHOMO CriekTpa pacrnosHaBaHue paanoobMeHa no3BonseT
[OCTOBEPHO ONPEAeniTb KnacC W3NyyYeHus, a Takke KOHTPONMMpoBaTb CODMIOLEHME YaCTOTHBIX Ha3HaAYEHWI
3KCNnyaTaHTaMu pagyonepeaaroLlero 060pyaoBaHus.

[ins 3afav BbISBIEHUS PaMo3aKnafoYHbIX YCTPOUCTB pacrno3HaBaHWe, KOTOPOe BbINOSIHAETCS HEe3aBUCUMO OT
4acToTbl, B TOM Y1CIIE, ANS CUrHAsoB 3a npeaenamu CTaHAapTHOW KaHanbHOW CeTKW, NO3BOSISET BbISBNATb CUrHamMbI
paano3aknagoyHbIX YCTPOWCTB Ha (POHE COMOCTABMMOrO MO CMEKTPanbHOW MOLLHOCTW BHELLHEro paanoobmeHa,
ONpeaensTb AeMackupylolme Npu3Haky pagno3aknagoyHbiX YCTPOWCTB W NOKanW30BbIBaTb pagnoobMeH Mo
CUCTEMHbIM NPU3HAKaM.

OcHOBHOE OTNMuME anropuTMOB pacno3HaBaHWs paguocurHanoB OPA 0T aHanoros, npeanaraembiX B
namepuTenbHoOM 060pyaOBaHWM - 3TO NOMHas aBToMaTu3auus npouecca. Onepatopy He TpebyeTcs HacTpauBaTh
pacnosHaBaHWe Unu nepegaBatb eMy LONONHUTENbHbIE AaHHbIE 0 pacno3HaBaeMOM CTaH4apTE CBSA3M.

» NMoppep)XuBaeMble cTaHAAPTbI CBA3U

MopBukHas paguocBs3b

TETRA BS*, MS, DMO
APCO-25 C4FM, CQPSK
CCH*, TCH
DMR BS*uMS
dPMR dPMR446*
NXDN NXDN48\NXDN96
BS*, MS
MPT1327 BS, kaHan 12.5kly
McWill BS
iDEN BS*
Tetrapol CCH* TCH*
kaHanol: 10, 12.5ky
EDACS 4800, 9600 6og
CotoBasi CBAI3b
GSM,EDGE BS* MS
UMTS, HSPA\HSPA+ FDD-BS*,MS
3.84 Mcps, MBSFN
CDMAIS-95 BS
LTE (advanced) FDD-BS*nMS, TDD-BS*
kaHanol: 1.4,3,5,10,20 MI'y
loT
NB-loT BS
LoRaWAN\p2p kaHanbl: 125,250,500k 4; SF 6-12
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Pacno3sHaBaHue paguoobMeHa

» NMNopaaep)XXBaeMble CTaHAAPTbl CBA3U

LupokononocHbIii goctyn

WiFi 802.11*

b (DSSS20Mry)

g\n,a\n,ac (OFDM 5,20,40 MI'w)
Ubiquiti AirMax

InfiNet SkyMAN

Mikrotik Nstream, NV2

WiMAX802.16e,d

BS-FDD, BS-TDD
kaHanbl: 3.5,5,7,8.75,10 MI'y

BecnpoBogHbIe MHTepdhenchl

Bluetooth* 802.15.1

BR, LE kaHanbl 1 M6\c

ZigBee* 802.15.4

SubGHz, 2.4 GHz

Z-Wave* R1,R2,R3
Wireless M-Bus pexumbl: T,S
BecnpoBofHbie TeneoHbl

DECT 1G8\1G9 RFP*, PP
WDECT 2G4\5G8 RFP* PP
LupokoBelaTenbHbIe CTaHLMK

FM stereo+RDS

SECAM-D\K

DVB-T\DVB-H* 8k kaHan 8MI'y
DVB-T2 16k kaHan 8MIy
DAB\DAB+

Mpouue

CCTV UM kaHanbl: 5, 8 MI'y

* CucteMHas WHGopMaums: uoeHTUUKaTopbl CeTel, ceTeBble aapeca,
KoZbl ONepaTopoB, PeXMMbI paboTbl M TA.

» O6MeH AaHHbIMM

OPA noapepxuBaeT OTKpbITble hopmaTbl Anst obmeHa |Q AaHHbIMK, B TOM YKChe, 3an1caHHbIMK Ha 060pya0BaHNN
CTOPOHHWX npou3soauTeneit: wav, pcm, csv(Keysight), txt(Anritsu), wv(Rohde& Schwarz). onb3oBatenu moryt
COXpaHsATb 1 06MEHNBaTLCA 0BHAPYXEHHBIMW CUTHaNaMM 4151 UX CPaBHEHMUS U pacrno3HaBaHwS.

> CnpaBo4yHaa nHPopmMauums

BcTpoeHHas cpaBoyHas cucTeMa — 3TO YHUKarbHasi runepTekcToBasi 6asa [JaHHbIX MO TUMaM CUrHarmoB W
cucTeMam paguocBsi3M, KoTopas npefHasHaveHa ANS NOAAEPXKM onepaTtopa, korga MHdopMauunm ot
aBTOMAaTUYeCKMUX anropUTMOB HEAOCTATOMHO ANSt MPUHATUS PELUeHMUsl, HanpuMep, MPWU HU3KOM OTHOLLEHUU
curHan\Lwym unn npy 06HapyXeHUM HeCTaHAAPTHBIX CUTHAMOB.

PUKOM
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Monb3oBaTeNiIbCKUN UHTepdenc

MHOroOKOHHbIA Nonb3oBaTesbCkuin UHTepdenc IPA no3sonseT onepatopy Bcerda WMETb NOL PYKOM camyro
aKTyasbHYyH MH(OPMALMIO 0 paano3dupe B BUAE CTPYKTYPUPOBAHHOTO CrIMCKa CUrHAOB M CMEKTPasibHOWM NaHopaMmbl.

B - 78 Jepua 5.2 - m] X
| | |
l++] Noscc o |
. i
3 1
CurHans Meana Cnpasounnk MNanopama 868.30 My

] @ @) Yacrora Monoca Yposexs &

] 867.002 My, 15.3 KTy -55.8

L TT: T

| 496.876 My 5507.4 «ly -55.8 } - L L

| 544.480 My 1113.5 KTy -56.2 LY o MRl 1 [ ] Tythinn ',-u"-;;.:l" lr-'|m|' " '||-,"'.'H o
] 548.251 My 2851.7 kly -56.2 | ' f | || : r I ‘
O 575.761 My 2828.5 kly -58.8 .
] 711.256 My 469.6 kTy -56.7 !
] 717.719 My 25.0 uTy -52.6

] 717.734 My 15.8 wly -53.6

| T17.749 My, 15.3 wly -52.3

MOABMXHAR PAAVIOCEA3E

O] 338.565 My 969.4 kly -52.7

] 339.363 My 1313.7 kly -54.3

| 469.852 My 36.1 wly -53.1

T GSM

O 939.980 My 191.0 Kl -56.5

| 940.187 My 15.3 uly -59.6 ¥

{ >
37/145 (141) 0 MIw/c 00:00:00 944 N/A 00:25:45

» Ba3a curHanos

[ns dopmnpoBaHus 6a3bl 06HaPYKEHHBIX curHanoB B OPA 1Cnonb3yeTcs YCOBEPLLEHCTBOBAHHbIN anropuTM,
KOTOPbIA aBTOMATWYeCKW CreguT 3a M3MEHEeHUSM PagnovacTOTHOM OBCTaHOBKM, YTOYHAET napameTpsbl
CYLLECTBYHOLLMX CUTHArIOB 1 06aBNSET HOBbIE CUrHaIbI B CIIMCOK.

B KkayecTBe nopora AN pasnnyeHuss CUrHanoB MOXET WCMOMb30BaTbCS YPOBEHb, 3afaBaeMblii ONepaTopoMm,
3HayYeHne NpeBbILUEHNs CUrHana Hag LyMOM UMK CrekTpanbHas naHopama, CHATast B ApYroi aneKTpoMarHUTHOM
obcraHoBke.

ABTOMaTMYeckas rpynnupoBKa CrMcKka CUrHanoB No (HOpManu3oBaHHbIM MpKU3HaKaMm MO3BOMSET onepaTopy
CTPYKTYp1pOBaTh NOMYYEHHY MHOPMALMIO M ONepaTUBHO pearmpoBaTh Ha NOSIBIIEHNE HOBbIX CUrHAsOB.

BmecTe ¢ nHgopmaumen o curHane B 6ase AaHHbIX XPaHATCS 3anucy ero peanus3auun B BUAE M3006paxeHun,
cnekTpanbHbix Tpaccu 1Q AaHHbIX.

» 3apaHuda

CneuuanbHblil oyHKUMOHaN (hopMMUpoBaHUS 3afaHuin Mo3BonisieT onepaTopy rmbko HactpamBatb OPA ans
PagMOMOHWUTOPUHTA B NOSTHOCTHH aBTOMATUYECKOM PEXMME.
[Mpu oBHapyxeHun curHana ¢ 3agaHHbIMM napameTpamu, npubop onoBECTUT onepaTtopa BbibpaHHbIM CNocobom, a
TaKKe BbINOMHUT 3apaHee 3anporpaMM1pPOBaHHbIE ONepPaToOPOM AENCTBUS.
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BbiiBNIeHUe paano3aK/1ago4HbiX YCTPOMUCTB

B pamkax 3agaun noucka pagmo3aknafoyHbIX YCTPOACTB B MOMELLEHUN, PErUCTpaLms OTAemNbHbIX CUTHasoB
aHanu3 CcurHarbHbIX napameTpoB, B YCMOBUSX HamW4Ms COMOCTABMMOrO CMEKTParibHOW MAOTHOCTW BHELLHEro
paanoobmeHa, HeJoCTaTOuHO AP EKTUBHBI.

[ins 3 eKTMBHOrO BbISBIIEHUS COBPEMEHHbIX PaAMOo3akiiafoyHbIX YCTPONCTB HeobXxoauma MAeHTUdMKaLMS
pagnoobMeHa Mo CUCTEMHBIM MPU3HAKaM, TakM Kak cTaH4apT, IPOTOKOS CBSA3N, PEXUM paboTbl, HanpaBneHue CBA3M,
ceTeBOM agpecuT.a.

PacnosHaBaHWe CUCTEMHbIX NPU3HaKoB no3sosnisieT APA BbISABIATL CUTHabl paano3aknafgoyHbIX YCTPOUCTB Ha
(hOHE BHELUHEro, OTHOCUTENIbHO NPOBEPSIEMOrO NOMELLEHNS, paanMoobmeHa, B TOM YuCHie, B YCNOBMSX, Korga no
CUrHarnbHbIM NPU3HaKam 3T0 3aTPYAHUTENBHO NI HEBO3MOXHO.

PacnosHaBaHWe nNo3sonseT MHANBMAYanu3npoBaTh pagnoobMeH o yCTPOCTBaM, B TOM YMCHIe, NpU COBMECTHOM
[0CTyne K YacToTHoMy KaHany, Hanpumep TDMA (LTE, DECT, Bluetooth u gp.), CSMA/CA (WiFi, ZigBee u gp.)
W BblOensaTb CUrHambl pagno3aknafoyHblX YCTPOWCTB Ha (POHE BHELUHEro paguoobMeHa neranbHbIX CUCTEM
pagmocBs3n.

Takxe pacnosHaBaHue pagnoobMeHa No3BONSET JOCTOBEPHO UCKITIOYNTD 3 aHan13a NOTeHLMarbHbIe UCTOYHMUKY
TNOXHbIX TPEBOT: CUrHamNbI 6a30BbIX CTAHLMI MOLABWXHON 1 COTOBOM CBA3M, PaAMOBeLLaTeNbHbIE CTaHUMA U T 4.

» OnpeneneHne AgeMacKUpyoLmx NnpmMsHaKoB

PacnosHaBaHue pagnoobmeHa B OPA - 3T0 yHMKanbHas (OyHKUMS, KOTOpas NO3BonseT onpefenstb U
NOeHTUULMPOBATL AeMackUpyLLMe NpU3HaKN CUrHanoB pagmo3aknafoyHbiX YCTPOWCTB, BbISBMEHWE KOTOPbIX
APYTMMU METOAAMM HEBO3MOXHO, @ UMEHHO:

- MacKMpoBaH1e CUrHanoB paayo3aknagoyHbIX YCTPOUCTB B Anana3oHax 6a3oBbIX CTaHLM NOABUXHOM 1 COTOBOM
CBSA3K, BMana3oHax W1poKoBeLlaTebHON paanoCBa3m;

- paboTy 6eCnpoBOAHbIX MHTEPEICOB 3a Npeaenamu CTaHLAPTHON KaHaNbHOM CETKW U B HECTAHAAPTHbBIX YaCTOTHBIX
Anana3soHax, Hanpumep WiFi 900, WiFi2300u Tz, ;

- MOTEHUMarnbHO onacHble pexumbl paboTbl CTaHAAPTHBIX MHTEPMENCOB, Takue kak npsmoe nogkntodeHne WiFi
(AdHoC n Direct), LoRa p2putn.

» JloKanusauusd pap.uooGMeHa no CUCTEMHDLIM NPU3HaKaM

MeTog nokanusauum pagmoobmMeHa no CMCTEMHbIM npu3Hakam B OPA OCHOBaH Ha AOCTOBEPHOM OMpeAeneHum
NPWUHAASIEXHOCTU CUTHASOB, NPUHUMAEMbIX B KOHTPOSIMPYEMOM MOMELLEHWN, K CUCTEMAM CBS3U, KOTOpbIE MOTYT
NCNONb30BaTbCA paMo3aknagoyHbIMU YCTPOUCTBAMU ANS nepefayn WH@opmauuu, Hanpumep, CUrHanbl
abOHEHTCKMX YCTPOWNCTB COTOBOW W BecnpoBOAHON TeneOHHOW CBSA3W, CurHanbl 6eCnpoBOAHbBIX UHTEP(ENCOB,
AanbHOCTb AENCTBUS KOTOPbIX OrpaHNyYeHa pasMepamu nomeLLeHns, Hanpumep, Bluetooth, ZigBee n T.4.

» ABTOMaTUuYecKas KaccndpumkKauua cobbiTnim

BbisiBneHne noTeHUManbHO OMacHbIX CUrHamoB ocywlecTsnseTcs B OPA aBTOMaTUyeckn Mo COBOKYMHOCTU
AEMACKVPYHOLLMX MPU3HAKOB M AaHHBIX O Nokanu3auuy curdana. CoBmecTHast 06paboTka HECKOMbKMX NPU3HAKOB W
[OCTUTHYTIN B IPA ypoBEHb LOCTOBEPHOCTU PE3YNbTaTOB PaAMOMOHUTOPUHIA NO3BONSET NPUHUMATL peLleHne 0b
OnacHoCTY curHana 6e3 yyacTusi onepaTtopa v aBTOMaTU4ECKM CO3AaBaTh NPOTOKON C pe3ynbTaTaMn MEPONPUSTHS.
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TexHUYeCcKUue XapaKTepUCTUKU

[nanasoH pabounx yactot

100 k... 12 1Ty

ucronHenne 1 26 My...8 My
YyscteutenbHocTb B nonoce 10 k'y ¢ OCLU 10 b (c npeaycunutenem), He xyxe
100 kT'u-26 My -80 obmBT
26 Mly-65 My~ -84 obmBT
65 MI'y-235 My, -100 sbMBT
235 MlNy-6.4 My -110 obmBT
6.4TTy-81y -108 sbmBT
8My-121Ty -89 abmBT
[OuHamnyeckuit gnanasoH (¢ ysetom APY), He MeHee
100 klMu-8 My -90gb
8-121Ty -804B
MakcymanbHbI ypoBeHb BXOAHOTO CUrHana (C BbIKMKOYEHHbIM NpeayCunnTenem)
100 kM'y-26 My, -10 sBMBT
26 MMy-121Ty  0pbmBT
BxopgHow aTTeHaTop
aBTomatnyeckun 3006
pyyHorn 3046
MakcumanbHas nonoca naparnnesnbHOro aHanuaa crekTpa
50MIy,

PaspelleHue Mo 4acToTe Npy NaHOpaMHOM aHannae CnekTpa

01150y po 15kMy

JOemopynsatopel (B nonoce go 500kw)

AM,4YM

LLInpokodpopmaTHbI gucnnei

15.6" fullHD (1920x1080p)

WHTepdeiicbl BBOAA-BbIBOAA

1GBLAN,USB2.0 (4 wr.)

®opmatbl 06MeHa I1Q gaHHbIMK

wav, pcm, csv, txt, wv

Bpems 3anycka

He Gonee 40 cek.
HanpsikeHue nutanns
220B,50Ty
[abapuTHble pa3mepsl
165x306x395 Mm
Macca
7.5 Kr
[unana3soH pabounx Temnepatyp
+10°..+35°C
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